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Environmental Risk comes in many forms. Sometimes, it’s associated with everyday activities
and project work. Other times, it’s unexpected trouble on a project. With each activity we can
quantify and discuss major and minor risk and quantify them. There is a statistical and
mathematical, predictable basis for quantifying the risk and associated damage, and the
evaluation of the risk items, allows us to improve our planning when we are conducting activities
in an emergency response mode. Quantifying the risk and its probabilities enables us to prepare
our plans for disaster management.
This talk will focus on the practical analysis and management elements of environmental
projects. We will discuss how to analyze and consider project environmental risk, and look at the
tools available for risk analysis. We will look briefly at Fault Tree Analysis and Risk Informed
Decision Making as analytical tools, and will consider consequence analysis tools for when things
really get out of hand. We will look at worst-case scenarios and how to analyze them and which
tools are best for planning mitigation and recovery strategies. We will also discuss the issues of
site security and planning for critical applications.
Security and Risk are the polar opposites of each other. We think we understand them, but do
we really? We start with physical security. Fencing, guards, dogs, etc. are all fine, but do we

really need them for field work?

The answer may be, yes or no depending upon your

circumstances, and the conditions are site specific.
We are aware of risk, and perform a risk assessment every day. When we cross the street, we
assess whether or not we can cross safely. When we meet someone in the street, we assess their
intent and our security.
The following cartoon illustrates the point.

We all perform a “Street Calculus” wherever we go and whenever we go out. I want to talk to
you about how you recognize, analyze, and report some types of risk that you encounter in your
practice.
Starting with Physical Risk: No, I’m not discussing safety, but safety is part of physical risk.
Physical Risk is the likelihood that there will be an event which will damage personnel or
equipment on the site due to external sources. Physical risk can be divided into two basic
categories: External Risk and Internal Risk.
External Risk can be a vandal on the jobsite during or after-hours. It can also be a car crashing
through the fence and destroying equipment, transformer fires on electrical equipment, lightning
strikes, weather related failures, or it can be a severe security situation involving robbery, or
other mayhem. If we recognize it, we avoid going into “bad neighborhoods”, especially at night,
or we avoid other types of risky behavior. One of the keys to this type of security is the
recognition and assessment of the hazard.

Sometimes cultural factors prevent us from

recognizing the hazards.
About 10 years ago, while I was working in Ecuador, in the jungle, security was a routine
concern and we had guards with shotguns and pistols accompanying our drilling crews, and our
exploration crews whenever they left the compound in the city. This was standard fare. It was
also necessary because at first I, and a number of members of my team, did not recognize the
cultural hazards which we might encounter. It should be noted that both sides in the dispute
were similarly accompanied, although our group was more favored and we had less security
presence to deal with.

About 25 years ago I was working for a local geotechnical firm who had a large contract
to assess underground storage tanks in Puerto Rico. In those days, the integration of women into
field crews was just starting. Some of the locations to be investigated were remote and povertystricken. A gang of robbers held up this mixed crew at gunpoint, robbed them of everything,
including all of their clothing, and tied them up on the drill rig, leaving others to find and release
them. The crew was found the next morning, and released unharmed, except for the trauma of
their experience. The incident was largely suppressed within the company, but the one young
woman on the drill crew mysteriously disappeared from the company. I don’t know her ultimate
fate, but the company rumor mill reported that she was placed on administrative leave and
provided with psychological counselling. The reason I repeat this story is that we must not only
look out for ourselves, but also for our employees and subordinates. If the company had
anticipated the potential hazard, and provided security, the incident could have been avoided.
Internal risks come in many forms as well. One has to look no further than BP’s
Deepwater Horizons to explore the hazards associated with drilling on a platform. The damage,
in addition to the loss of life is in the billions of dollars, and it could have been avoided.
A former associate who was an academic, did not hesitate to send one of his employees down
into a manhole to collect wastewater samples without proper safety equipment to extract her if
there was trouble. Moreover, he did not check for CO2, O2 and LEL gas levels in the confined
space – because he was raised in a different work culture, and never had to deal with OSHA.
One more story, and then we’ll move on to the balance of the discussion. The 1983 chemical
incident in Bhopal, India is something which many of you may not have heard of because it did
not impact you directly. In that incident, MIC, or Methyl IsoCynate was inadvertently mixed with

water and released as a gas cloud into the environment over Bhopal. Estimates vary on the death
toll. The official immediate death toll was 2,259. The government of Madhya Pradesh confirmed a total
of 3,787 deaths related to the gas release.[3] A government affidavit in 2006 stated that the leak caused
558,125 injuries, including 38,478 temporary partial injuries and approximately 3,900 severely and
permanently disabling injuries.[4] Others estimate that 8,000 died within two weeks, and another 8,000
or more have since died from gas-related diseases.
A reconstruction of the incident from a number of sources all point out to a number of problems.
Maintenance was poor, and the Operators did not believe their instruments, and discarded readings
indicating potential problems and leaks.
Safety procedures were violated. Installation of a slip blind flange was not performed and it
allowed water to contact the MIC, resulting in a set of violent reactions.
Safety Equipment was disabled. A vent gas scrubber and a chiller were both out of operation
at the time of the incident. The scrubber was down for maintenance, but the chiller had been taken
out of service months before because of economic conditions at the plant, and an unwillingness to
recognize the potential hazards.

The point here is that it was not one big failure which permitted the release, but a series
of small failures which cascaded to produce a major disaster. This also occurred at Chernobyl
when the reactor had a steam explosion and core fire that caused the nuclear contamination at
Pripyat and caused a 30 km diameter evacuation and exclusion zone to be established in Belarus
and northern Ukraine. This area represents approximately 1000 square miles.
The people responsible for the design and operation of both Chernobyl and Bhopal each
considered them “safe”, and the mindset of the people operating the facility was that accidents
“couldn’t happen here.”
WHAT IS RISK?
Risk is defined as the product of three variables:

Risk= Threat * Vulnerability* Assets at Risk
That works for both financial and non-financial terms. Inherent in this definition is the idea that
we can monetize almost anything, including human life. And, in fact, we can through life
insurance and medical care to replace the loss or injury. Specific risks take place through specific
scenarios which can be extremely detailed, or overly broad. The scenario for which risk is
measured is related to a specific set of vulnerabilities, threats, and assets. Thus, there is a risk
from a tornado, earthquake, fire, and flood for everyone in this room, and the risks are different
for each, but in all cases, the risks have been assessed, controls put in place, and life safety and
construction codes written and followed, so that the people occupying this room have a
diminishingly small risk of being injured from flood, fire, and earthquake.
Vulnerability is an estimate of the degree of damage or loss, which can be anywhere from
zero to 100%. For example: A fire which destroys 20% of the refinery or 40% of a drill rig, would
have a vulnerability of 0.2 and 0.4 respectively. For humans, an injury associated with an incident
might be up to 100% depending whether or not the individual can return to work.
Vulnerability can be location and weather dependent or it can be from sabotage or theft.
Every item has some degree of vulnerability. Sitting in this room we might be vulnerable to a
comet strike, but the likelihood of that is diminishingly small. Vulnerability is the method or area
through which an “attack” or a problem can occur.
For environmental projects, you can assess the vulnerability of failure by percentages of
goals to be reached, and the baseline cost of the most expensive remedial alternative available.
If a remedial project is 75% complete through remedial technique A, then the vulnerability is 0.25
when compared to the most expensive and/or most reliable alternative.

Threat is our assessment of the likelihood that something untoward would happen. If we
believe that there is a 50% likelihood that our installation will be vandalized, then the Threat is
0.5. A threat is realized through a vulnerability. A safe in an underground bunker might be
relatively invulnerable to attack, whereas an Automatic Teller Machine in a bad neighborhood
would be much more vulnerable to attack. In both cases, the threat is loss of the value of the
items in the Safe or in the ATM.
Returning to our example, here is a sample calculation of risk:
Suppose that you have a remedial action where you have a moderately expensive trailer
on site. From one source, the vulnerability to vandalism is 50% (ie: it has a 50:50 chance of being
attacked), and if the attack is successful, the damage to the trailer would be 40%, (meaning that
we would have to spend about 40% of the replacement cost on the trailer to repair it). Now, the
trailer replacement cost is $45,000. The risk due to vandalism --expressed in annual cost terms
is:

Rvandalism = 0.5*0.4*$45,000 or $9,000.00
Of course that’s for a 50% damage to the trailer. In a worst case scenario, we might assume that
the loss is total, and then the Risk would be $18,000.
Other risk factors for various units can be combined in the monetary terms. It is therefore
possible to calculate project risk on the entire project or subcomponents of the project such as
the equipment or practices or effectiveness of the entire remedial effort.
When we go to present the risk data to management, we have several choices. The most
popular is the color coded graph which provides a qualitative way of measuring risk, shown
below.
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RISK RATING INTERPRETATION
These risks are very high. Counter measures recommended to mitigate
These risks are moderate. Counter measures should be planned for future
These risks are low. Counter measures will improve security – no urgency

So, for our project we might have a Risk/Criticality Matrix which looks something like that
shown below, with the exception that the table would be much more detailed and there would
be several items and sub-items in each category in the description.

XYZ Remedial Project
Criticality Ratings
Description

Vulnerability

Very High

High

Medium

Low

Improper
Characterization
Method Failures
Fire
Weather/tornado

In order to use the matrix with a single scenario, we might have to institute some controls
or some defensive items into our budget.
Again, for example: The Improper Characterization Scenario would have a cost associated
with it for a range of vulnerabilities. Each of the vulnerabilities would have a specific cost of
deterrent or defensive items associated with them, so that minimum characterization might cost
X, and in order to get it from Very High to High, the cost might increase to 1.5 X. In order to move
the improper characterization down to the least vulnerable category, we might be looking at 4X
where X was our initial estimated cost for Characterization, and the Vulnerabilities might
decrease from 70% down to 15%.

Other ways we can evaluate risk include Fault Tree Analysis and Risk Informed Decision
Making. Fault tree analysis is slightly more mathematically intensive, but the principles are easy
to master. In it, we try to analyze the probability of a failure (event) by analyzing each

contributing factor, and making a binary decision on it, level by level, until we get to the top level
or main event. A simple fault tree looks like the following:
This is a simple analysis for part of the
process

of

enjoying

your

Saturday

morning. First, we need to define some
initial terms and some of the typical
symbols used in FT Analysis. Those are
shown in the following figure. i
The symbols are important because
they help separate the activities and
define the way in which a fault can pass
through from one level to the next.
Especially where we are considering
the reliability of equipment or a process,
fault-tree is one of the preferred methods
of analysis. We can even attach failure
rate data to the equipment, and expand
our fault tree a bit more to look like the
figure below, which gives you the
justification for oversleeping (or not) and missing that morning meeting after a late night
partying.

Below, I’ve constructed a possible but very broad based Fault Tree for Failure of a Remediation
Project. Realize, that I’m painting with a very very broad brush and that much refinement is
required. It’s illustrative for the purposes of this discussion to show you that even for complex
projects, Fault Tree Analysis is applicable

In the figure above, I’ve taken a lot of latitude to suggest possible definable and
undefinable causes for a Remediation Effort to fail. This is not your grandmother’s RBCA (Risk
Based Corrective Action), but the Fault Tree Decision process is essentially the same thing. In
RBCA you are looking at Public Health Risks against occupational and other health based exposure
standards and criteria. In the skeleton of the FTA analysis shown above, you are looking at the
entire project. Because it’s a skeleton of an FTA, I’ll let you put in the logic symbols and
probabilities.
Earlier we defined Risk as the product of three things, Threat times Vulnerability times
Risk. Under RBCA guidance, Risk is defined as Concentration times Toxicity times Exposure.

RISK RBCA =

Concentration * Toxicity* Exposure

RISK (Project) =,

Threat * Vulnerability * Assets

You can organize the parings any way you like, but you see the similarity.
The figures on the probabilities for equipment and just about all things mechanical are
available from such sources as the Instrument Society of America (ISA), The IEEE Standard 500
(Institute for Electrical and Electronic Engineers) and several nuclear and non-nuclear sources.
The general term for the probabilities is MTBF, or mean time between failures. The probability
for a specific failure is 1/MTBF in hours.
One other item before we
leave this topic, and that is the
difference between an and and an
or gate. The “or” gates propagate
faults by the sum of the faults, or
Pt = P1 + P2. When we look at an
“and” gate, the probability of Pt is
Pt = P1*P2

Creating a Fault Tree Analysis can also be used to rule out causes of what happened. The
outstanding example is the FTA from BP’s Deepwater Horizons, which stretches 6 pages.
Unfortunately, the file is too large to display here, and it is locked so that it cannot parsed. BP
went through an elaborate FTA to find out and rule out incident causes. Is it accurate? It may be
accurate if you believe in the integrity of BP’s Engineering Staff. The point is that Risk Analysis
and Fault Tree or any other type of analysis depends upon the integrity of the assumptions and
the process.

RIDM: Risk Informed Decision Management (NASA)
After the failures of Challenger and several other spacecraft, NASA developed a procedure
for Risk Informed Decision Management. This is a consensus process, as shown below.

In some ways, the process slightly resembles EPA’s Identification of Remedial Alternatives
Process which one has to go through for a Superfund Site, but it is a planning exercise which
attempts to define what could happen on a specific site, and what the risk alternative and
response should be. . The steps are relatively straight-forward. But, the detailed level of planning
required may be uneconomical or impractical for smaller projects. In that event, a generic, onetime, RIDM plan for the common elements could be easily undertaken with modifications for
site-specific project elements tailored to a generic plan.
It is also important to establish boundaries in development of the RIDM planning. It is far
too easy to get involved in the possibilities of things which are de-minimis or highly improbable
otherwise we will find ourselves incapacitated because we see “boogeymen” under every rock
and leaf.
Quoting from a NASA Document:

“RIDM is a fundamentally deliberative process that uses a diverse set of performance
measures, along with other considerations, to inform decision making. The RIDM process
acknowledges the role that human judgment plays in decisions, and that technical
information cannot be the sole basis for decision making. This is not only because of
inevitable gaps in the technical information, but also because decision making is an
inherently subjective, values-based enterprise. In the face of complex decision making
involving multiple competing objectives, the cumulative wisdom provided by experienced
personnel is essential for integrating technical and nontechnical factors to produce sound
decisions.”
RIDM Steps:
The steps for the RIDM process are: Identify, Analyze, Planning, Tracking, and Control. It is a
continuous process as indicated below:
IDENTIFY
Capture

stakeholder’s concerns regarding the

performance requirements, and or the critical elements
which must be protected.

In Environmental work it is

important to note that the objective is to make the site safer,
better, or more environmentally friendly within the bounds of the available project scope and
costs, and not to eliminate the last little bit of contamination. Each element must have an
associated risk, and the probability of the success or failure is dictated by one or more scenarios.
It is the consequences of the risk scenario that determines the outcome. Alternative scenarios
and multiple event scenarios are likely and should be included. There are lots of things which can
take place, and some of them are routine, internal, or external, and are often considered during
the design stage. This also should include mischief and sabotage, and also may include physical
or electronic interference with remote locations or communications.
The scenario might be just someone breaking in and stealing components, or simply
cutting the power, or massive vandalism. Any teenager with some talent and a modem and a
wire wrapped around an orange juice container can make a transmitter which could send signals
to the unsecured transmitters and receivers which open and close valves, or control chemical or
thermal reactions and start and stop pumps.

In the overall preparation of scenarios, it is important to consider the effects of any
environmental or other effects from unplanned releases of chemicals or other adverse situations.
So, develop your scenarios as completely as you can, and involve various departments on the
scope of the scenario. Get consensus where possible, especially if it involves outside
notifications and support from others.
ANALYZE
The Analysis step requires the estimation of the magnitude and consequences of individual risk
elements and working through scenarios to completion. These are the consequences of the
scenarios above in Step 1, and should include recovery steps and related costs until the
objective is achieved.
One of the chief problems in the analysis is related to the timing of the incidents or the
probability of success. If there are n people in the scenario committee, anticipate that the
number of attack and timing scenarios to be evaluated will be between 120% and 250% of the
number of people you have on your committee.
The essential difficulty in production of a coherent incident analysis report is that you don’t
know what you don’t know. Imagination as to the way in which things can go wrong is
required!
A second area of possible disagreement in the analysis is the assessment of the damage. One
persons’ minor damage is another persons’ total destruction. Here is where you must involve
the cost engineering and identify the key elements of the project which are vulnerable to
explosions, fire, weather, control failures, etc.
A third area of disagreement may be the cost of the project and the various scenarios. Vendors
can and will provide quotations for their equipment, and it is also possible to get some good
estimates from the EPA under their technical guidance programs.
The preparation of a detailed cost estimate for a project or facility can require several hundred
to several thousand hours of estimator’s time just to get within 25% of the actual cost, depending
upon the level of detail required, the complexity of the or process, the assumptions implicit in
the process, and the accuracy of the estimate required.

The overall process of analysis includes several important elements:
•

What can go wrong – or How can an can things go wrong?

•

How big would the incident or problem be?;

•

What are the security systems to prevent, deter or defeat a specific incident, and

•

What is the margin or reserve to prevent an incident or follow up?.

Obviously, the scenarios must be limited to those which have a realistic chance of occurring.
Otherwise a work effort in Miami would be evaluating the possibility of being hit with a
blizzard.
PLANNING
This is the step where the response to the incidents scenarios are plotted out. Logistics should
include the manpower required for the type of response and should be specific to the scenario.
Options tend to be the enemy of detailed planning, but are necessary. It is an exercise in
visualization in that one has to a) put themselves in the place of the incident manager, and b) if
an incident or attack is detected, estimate how much force is required to overcome the incident,
or c) if the incident is not detected until well underway, estimate what could or would be
damaged by the incident.
One of the easiest considerations in this type of exercise is to estimate how long the incident can
take place before it is detected. If for example, an outsider with mal intent, or attacker manages
to penetrate the outer perimeter of the facility, how far can he get before detection occurs, and
he or she is interdicted? Think of the attacker’s presence as a wave spreading out from a pebble.
Gates, locked doors fences, etc. are not necessarily deterrents but they will slow an attacker
down, making the area of probable access and search radius smaller.
Other questions in the response planning scenario include:
What resources are required?
How will outside resources be used, including fire, police and emergency services?
How fast can these resources, both internal and external be tapped, and what should
their response be?
Are the equipment or personnel secure, and/or prepositioned so that they can respond
rapidly to the event or are they subject to the same attack now underway?

Most of us are familiar with the requirements for contacting the Local Emergency Planning
Committee as part of our duties to those on site on the basis of OSHA regulations or spill
control regulations. The availability of emergency services such as a hospital, and its’ the
response time should be a part of the risk management planning, as should be the ability of
the hospital to receive and decontaminate injured personnel without damage to their
emergency room or other facilities? I mention this latter in passing because some incidents
have occurred where the employer had to replace an ambulance and decontaminate an
emergency room in a hospital because of a badly contaminated worker.
Underlying all of this is the company’s tolerance for risk, as it may be a factor in overall risk
management planning. In most cases, the available vulnerability or incident statistics will be
low, and the risks are probabilistic rather than actual ii. Risk levels, based upon experience
are generally of little use, because the history will likely suggest that the “incident” did not or
could not happen.
The probability maybe very low, and one will be trying to decide between the likelihood of
an event with a time based probability of 0.001% and 0.0001% or less. One has to determine
the tolerance for risk, even for small catastrophic events, as it will affect the resources
available.
Two of the planning tools are ALOHA and WISER. WISER is the Wireless Information
System for Emergency Responders, and it is available on Android and other hand-held systems,
and it provides information on Hazardous Chemicals, and Hazardous Wastes for th Emergency
Responder. WISER provides a complete copy of the Emergency Response Guide Book, and a
number of scenarios including over-turned tankers, a bomb in a mall, a mobile meth lab, leaking
drums in a warehouse and other scenarios. It’s great, and it’s free iii.
ALOHA is a planning tool for chemical and other accidents. It is principally an air
dispersion model, which includes a good chemical database. With it, one can simulate a tank
leak or a spill in a variety of situations. It is part of the CAMEO suite and available from the USEPA.

With it, one can evaluate the effects of spills, BLEVEs, and other releases. It is an excellent
program and it allows one to insert mapping behind some of the plotting functions to find out
where an evacuation might have to take place, if at all iv.
The CAMEO suite is a series of modules for Chemical Emergency Response and it includes
an extensive database as well as emergency contacts as well as a plotting function which will help
locate critical community facilities such as schools, etc. v
TRACKING
All risk decisions must develop a paper trail so that they can be examined and evaluated
after an exercise, after an event or even after a failure. The purpose is not to see who failed, but
to find out how the system worked and how well it worked in preventing the event. The meetings
and documents should be captured and recorded so that the thought process of the risk
managers can be evaluated and captured for later consideration.
Unfortunately, this can result in huge paper and electronic files. The most effective “paper
trail” will be a time stamped set of electronic communication files followed up with written
reports every time there is an incident, no matter how small. This documentation should include
copies of video files and radio communications both internally and external to the plant.
Especially where there is an injury or an arrest, it will be vital to the defense of the plant and
employee to insure that actions are defensible and the appropriate level of force has been
employed.
CONTROL
Periodic review and editing of the risk management plans is required. Optimally, this will
result in a book of procedures which is used in training for the Site Managers, Contract Security,
and Key Management Personnel. Optimally, there should be a set of training requirements which
relate to the procedures. This training document should specify the levels of education, positions
and qualifications and examinations for each level of security personnel. The procedure manual
does not need to be highly detailed, but it should be specific enough so that the Manager using
it knows what actions to take, and what appropriate levels of force, response, and reserve are

required. The procedures manual should also specify the qualifications, responsibilities, duties,
and authority for each level of the Response Personnel. Ideally, the review process should be a
continuous or semi-continuous basis. Depending on the size of the plans and the complexity of
the facility, that may require almost continuous review and updating. But the plan needs to be
reviewed at least yearly, or more frequently wherever possible.
The universal limitation of all the planning techniques, is their inability to tell us when an incident
could occur. What we don’t know, we don’t know. The solution is planning and eternal vigilance
against the unplanned, accidents, and incidents.

FACILITY SECURITY – PART OF ENVIRONMENTAL RISK
The final aspect of managing environmental risk is physical site security. This is provided
by a number of different elements, and regulations. In the US, we tend to ignore physical security
because we are a “safe country”, and we perceive that the terrorist would not attack our job or
work site. Recent events from the terrorist attacks against Air Products near Grenoble, France,
and at a resort near Tunis, Tunisia, and elsewhere in the world have indicated that the attacks
will continue, and that the terrorists have vowed to carry the attacks to the Mainland US.
Because an armed society is a polite society, that can tend to minimize random attacks.
NO, I’m not advocating that every person on a jobsite be armed, but I am stating that where there
is a possibility of attacks, even a remote possibility, the presence of an armed guard would greatly
deter many potential problems from outside sources, or alternatively, some additional security
measures to protect the work crew. The problem I mentioned down in Puerto Rico might have
been prevented if one or more of the members of the drilling crew were armed, or if they had
some type of security available to them. It is really a minor cost element in unusual or hazardous
situations compared to the costs in manpower and possibly hospitalization for workers.

Before I leave this subject, let me mention one other item and that deals with insurance
and risk. I had an experience recently where I was unexpectedly hospitalized in another country
while on my way to the Mid-East to deliver lectures. Fortunately the hospitalization stay was
short, and the medical bills were moderate with respect to the services provided. I had neglected
my overseas insurance, and had to pay for the hospitalization myself.
In many of my travels overseas, I have had to purchase hospitalization/accident
insurance, and it is a relatively cheap option, especially compared to the cost of some types of
medical care. A number of years ago, I was told about a company executive’s wife who came
down with acute chest and stomach pains while they were travelling in the Middle East. At that
time, the diagnosis was that she was having a massive heart attack, and the remedy was to fly
her down by Medivac to hospitals in Johannesburg, South Africa. Fortunately for her, it was an
ulcer, and not a heart condition. But, the cost of the medical transport was approximately
$45,000, and there was no insurance to cover the cost. If you go overseas and or into remote
areas, even to another State, there is the possibility that your medical insurance might not work
because you are “out of plan”, and without adequate provision for payments, Hospitals can and
have been known to refuse patient care, especially if it may require admission and is nonemergency room material. So Plan Ahead!
SITE PHYSICAL SECURITY
Physical security on the jobsite is also a part of environmental risk. I’m not talking about
OSHA training, but that is also part of the overall picture. Fencing and boundary control, and
other elements of physical security are important to your well-being. A snake under a drill rig
can be just as dangerous as an intruder with a gun.

A chain link fence is fine for your perimeter of your work site, but only if it has a bottom
cable, stout fence posts and wire, a coil of razor wire on the top, and sensors and TV cameras to
discourage intruders. The following two brief pictures are
from an US Army Manual on Physical Security, available on the
Internet for a free download.

For a remote job site, one also has to address the reliability of the communication and
power. If cutting the power disables the security system, what good is it? So protect the power
supply and make it as tough to cut as possible, and monitor it if required, and provide backup
remote signaling if there is a power failure or sabotage. Provide backup battery alarms if the site
warrants it.
How is the worksite protected from the highway? Can an errant or deliberate vehicle
penetrate the security zone and create havoc on the site? Do you have control over the site
sufficient to prevent a speeding car from ramming the fence, or is there a tortured approach
which could slow down the approaching truck or car?
Because terrorist activities in the US has not yet resulted in suicide bombers in any great
numbers, I’m not going to address the potential effect of explosives on sites, although that
information is available if one needs it. The likelihood of a terrorist incident on a jobsite is quite
remote, despite what one hears from the Media. The terrorist is looking for maximum exposure
for his cause, and that means that densely populated areas with high degrees of traffic, or large,
highly visible targets, monuments, buildings, malls, resort areas and the like are attractive
targets. Consider the impact of the attacks in Paris (Charlie Ebdo and Grenoble) and Tunisia, and
the publicity generated.
So, if you are working on a site in a remote area, you do have some security concerns, but
terrorist attacks are not one of them. If you are working in an industrial area, or in a “bad”
neighborhood, you have different concerns which are far more likely to occur.

If you set up your worksite properly, with fencing and barriers, you will have come a good
way toward minimizing the risk to you and to your personnel onsite. Boundary setup is
important, and it is wise to have an boundary control plan like the one shown below. Of course
it’s not always possible, but you need
to clearly define your work area, and
boundaries for legal and safety
purposes.
Is there an inner and outer
exclusion zone? Do you need one?
How good is the zone in preventing
unwanted intrusions? Do you have
gate security, and do you need it?
The following is a suggestion from the military for protecting sites with medium to low security.
Note that the site is protected from view by trees and shrubbery. If you can’t see the target, the
potential intruder doesn’t know what’s there or how valuable it is.
While you are setting up the site ingress and egress in your security plan, it is also wise to
define the way traffic moves on and off the site,
and the areas of parking. A zig-zag roadway
lined with Jersey barriers will effectively limit
the speed of vehicles on the site.
Do you need a Jersey Barrier, or
something else to help you control ingress and egress from the site? Or is the gate system

sufficient? It depends upon the nature of the site, the value of the site, and the equipment, and
the visibility in the community.
In dealing with all of these suggestions, it’s often wise to conduct a preliminary security
and risk analysis for the project at the proposal stage, or at least address it. This can be by simple
checklist used to remind you of the items which may be needed to complete the proposal. After
all, the safety of the employees and the viability of the company are both important in the face
of environmental and other risks.
I haven’t even mentioned Cyber Risk on a project. What would happen if your company
data and computers were hacked or destroyed. Could you rebuild or recover your findings and
work without too much damage.

Probably not.

So, where’s the largest area of Cyber

Vulnerability? The Internet! The Second largest area of vulnerability is the unprotected network
ports on your computer. Fortunately, most of you have adequate IT people to look after and
prevent attacks. But, for those of you who do not, I would suggest that you to investigate some
measures and learn what the hackers look for to penetrate your system.
One way of doing this is to close unsecured ports on your computer. There are 65,535
ports, and the port numbers are divided into three ranges: the Well Known Ports, the Registered
Ports, and the Dynamic and/or Private Ports. The Well Known Ports are those from 0 through
1023. The Registered Ports are those from 1024 through 49151, and the The Dynamic and/or
Private Ports are those from 49152 through 65535.
Open or unsecured ports in computers may be vulnerable to a hack attack. Unless you
secure those ports, someone can take over your computer and lock you out, steal your records,

and wreak many thousands of dollars in damage due to lost time and trouble. So secure your
cyber footprint, and develop and implement a policy for your own protection.
For the last hour, we have discussed some elements of risk, and I hope you found it
entertaining. Be Risk Averse out there! Thank you.
i

Source for the material on Fault Trees is www.fault-tree.net, Clemens and Jacob Sverdrup
Examples of the foregoing are, 1) Probabilistic Risk would be a fenced in chemical facility on an remote island. It is
reasonably secure from external attack. 2) Actual Risk would be a plant in a run-down, inner-city neighborhood
where there is a lot of crime, and a history of vandalism, and organized and random robbery and theft. The risk
factors are much much higher for some type of attack or break-in.
iii
http://wiser.nlm.nih.gov/
iv
http://www2.epa.gov/cameo/aloha-software
v
http://www2.epa.gov/cameo
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