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 Much has been written about the lessons learned from the attack on 9/11, 

and the US Response. This article is a bit of a different take on the lessons 

learned and how we might respond by preplanning. It explores a couple of 

weaknesses and some possible responses to a couple of specific types of events: 

a dust attack, and an attack on the water system. Let’s look at them one by one. 

DUST ATTACK 

 



 

 

 A dust attack can be biological or radiological or something else. The 

particles are fine, and the wind is the primary vector which carries the 

contaminant. The possible agents could include things like Anthrax, or any other 

spore forming agent, dusts contaminated and intermingled with nuclear materials, 

or direct toxins. This dust attack relies on submicron particles which are both 

windborne and which can enter the breathing zone. It doesn’t necessarily have to 

come from a primary attack either, but can be generated by a other catastrophic 

events such as the collapse of buildings due to an earthquake or man caused 

incident such as the WTC Towers collapse1.  

A spectrographic analysis of the scatter of the dust cloud from the WTC Towers 

Collapse appears on the next page.  Source USGS AVRIS Imagery. 

  

                                                             
1 From the Website:  http://911research.wtc7.net/wtc/attack/manhattan.html  
Scientific studies have shown that the cloud of pulverized debris from the skyscrapers was uniquely dangerous. The US 
government's own figures show that it contained the highest levels of deadly dioxins ever recorded - about 1,500 times 
normal levels. Unprecedented levels of acids, sulfur, fine particles, heavy metals and other dangerous materials were also 
measured. 
Asbestos was found at 27 times acceptable levels, and scientists found about 400 organic alkanes, phthalates and 
polyaromatic hydrocarbons - many suspected of causing cancer and other long-term diseases. 



 

 

The legend indicates that the areas is deep blue are gypsum wall board dust, 

while the red and yellow dusts are from concrete and the purple areas indicate 



 

cement dust.  The gypsum wall board was derived from the interior of WTC 

Buildings.  

 An examination of the WTC disaster has revealed that it is impossible to 

move large numbers of people out of harm’s way in a short time. Such 

evacuations must be planned and executed carefully, and that requires a bit of 

public information and some planning and pre-positioning of resources.  There are 

a number of actions which can be taken to reduce the impact of a dust incident.  

 First, Shelter in Place.  Turn off all A/C units, air handlers, and power down 

the buildings, especially the elevators. This will slow the exodus from the buildings 

into the streets Announce to those present that they will be evacuated as soon as 

possible but for the time being they may have some discomfort due to lack of air 

conditioning, but it is for their own good. Advise them to keep windows closed. 

 Second, Organize a response for evacuation. This is always easier said than 

done, and there will be screw ups and people in panic. The point is to keep as 

many off the street as possible until the immediate danger is assessed or passed.  

Fortunately, there are low cost dust masks which can be had to help with the 

evacuation, but only if they are prepositioned and easily accessible.  Something 

like an OSHA rated particulate mask with an acid gas treatment will serve for 



 

several hours, and will allow people to be evacuated while protecting their 

breathing zone.  

 As a measure of preplanning, it 

would be helpful if the buildings would 

install respirator supply cabinets with a 

soft, inexpensive OSHA Rated particulate 

filter with an acid gas filter. Something like 

an N95 OSHA Rated filter, such as the one 

shown at the left (Manufactured by 3M). 

The advantage is that it has an exhalation valve, and an acid gas rating.  Is it 

perfect, NO but at a cost of less than $1.00 each in bulk, something like a fire 

cabinet could be set up to enable evacuation in the event of an event. The masks 

do not have a defined shelf life but are good for years. Because they are cloth, 

they can be compressed and stacked into something resembling a fire hose 

cabinet which would be opened in the time of high air pollution or particulate 

emergency such as an attack. 



 

 The purpose is to permit an organized response to busses or other 

conveyances which will  allow people to evacuate to a safer environment where 

they can be decontaminated if required.  

 Busses are suggested as a means of conveyance with their ability to contain 

and control the people being moved. Subways, such as in Manhattan may be 

inoperable. The bus drivers would, of course, require a higher type of particulate 

respirator with a HEPA filter. This type of mask can be purchased for around $15 

each.  The drivers get more protection because they are in a hazard zone longer, 

and theoretically need it. 

The principal disadvantage to this approach is that individuals would not 

have significant eye protection, and in the case of something like an Anthrax 

attack, they could be vulnerable to contamination by infection through their 

mucous membranes in the eyes. But their breathing zone would be protected and 

the likelihood of eyes as a route of contaminant entry could be much smaller. If 

necessary they could all close their eyes and play follow the leader until they get 

on the bus. 

That takes care of the people. The fire department would have to wash the 

buildings with disinfectants, collect the wash, and then test to make sure that the 



 

contaminants have been removed before re-entry is permitted. This is standard 

water treatment technology which is available in package form and on mobile 

platforms.  Alternatively, another method of reducing or eliminating dust is to coat 

the buildings with a silicate substance similar to water glass, or water glass itself. 

The highly alkaline nature of the product would immobilize the contaminants, 

sealing them to the structure. 

Does this guarantee the re-occupancy of the city? Probably yes. If not it 

would go a long way toward making the spaces reusable and habitable. Then 

again, there are no guarantees. 

WATER SYSTEMS 

If someone wants to cripple a water system it is relatively, no, extremely 

easy if the city water system has not mandated and supervised the installation of 

backflow preventers, some cities have them, others do not.. There is an implied 

contract between the municipality and the public to provide safe drinking water. It 

is that which needs to be attacked and damaged. 

The easiest way to decommission a water treatment plan is to attack the 

main motor room on the pumping station. Most pumping stations have antiquated 

pumps and even older motors. Attacking the motors with a handful of screws and 



 

sand for the bearings and electrical parts would cripple or destroy the motor. It is 

difficult or impossible to replace a multi-hundred horsepower motor at the drop of 

a hat. The replacement or rebuilding would take weeks.  But this approach 

requires some ingenuity and knowledge of the water system pumping stations. 

The solution to this phase of the problem is to guard the motor and pump 

rooms and make them the treasure house of the system.  Preventing unauthorized 

entry should be a priority! Unfortunately, it is not very often. 

If one cannot gain access to the motors in the main pumping station, then 

the next best thing is to rent an old warehouse somewhere close by but 

downstream of the water distribution plant. (Since this original article was written, 

many municipalities have restricted the access to the water and sewer maps.)  All 

water systems are generally one way, with the consumer being the final recipient 

of the product, a kind of final quality control.  

If the city does not have backflow preventers, that’s even better for the 

person with mal intent. Either remove the backflow preventer or over-pressurize 

the incoming line with a liquid containing human wastes and an organic material to 

consume the chlorine residual the city puts in the water line.  Then disconnect, 

cleanup and leave.  The result would be strange tastes, and disease in the served 



 

population, with a corresponding run on bottled water and voluminous complaints 

and hospital visits from those stricken. 

It is also extremely difficult to clean an underground  municipal water system 

once contaminated. The attempt at cleaning would consume a large number of 

resources to try and re-establish safe drinking water.  

After some weeks, our evil-doer could come back an inject a dye in the 

system. No contamination other than the dye. The panic from the effect of the 

colored water, following on with the earlier pandemic would effectively destroy the 

already weakened trust and confidence in the safety of the municipal water 

supply.  Once the bell is rung and confidence in government to protect people is 

weakened, it could be relatively easy to destroy it totally with this type of incident.  

The solution to this problem is monitoring. It need not be complete chemical 

analysis because that would be cost prohibitive. The installation of pH, ORP, and 

conductivity probes in the water supply piping would serve as an early warning 

system of trouble. The meters themselves are reasonably stable, and 

maintenance free. Any changes in one or more outside given normal parameters 

would indicate trouble and a need to react quickly to sample and/or perhaps flush 



 

the lines. A simple Hach test kit which costs a few hundred dollars would suffice 

for being able to provide rapid field answers to questions of contamination.  

SEWER SYSTEMS 

An attack on a municipal sewer system might be successful but not in the 

way one might imagine.  Dumping a load of very toxic chemicals into the sewer 

might disable the wastewater treatment plant, and it would create an operational 

hazard for the operators.  The discharge of untreated wastes to rivers can cause a 

problem—but it tends to be much more manageable with timely notification.  For 

the unbelievers, I cite the failure of a dam at a Romanian gold mine where cyanide 

was being used to recover gold.  The discharge caused the release of 100,000 

cubic meters (approximately 26.5 million gallons) of “highly contaminated” water 

into the Tisza river and ultimately into the Danube and the Black Sea.  The 

environmental damage was considerable.2  But the municipalities were able to 

shut down their water intakes from the affected rivers and prevent mass 

casualties.   

Another case in the US in 2014 was caused by an oil spill from a Duke 

Power Plant into the Ohio River.  Approximately 5000 gallons of oil were released, 

                                                             
2 https://reliefweb.int/report/hungary/baia-mare-gold-mine-cyanide-spill-causes-impacts-and-liability 



 

and as a precaution, and with notification, the Cincinnati water system intakes 

were shut down until the spill plume had passed.   

Similarly, the release of the toxins could have little or no effect on the 

wastewater treatment system because the compounds is a neurotoxin, and 

bacteria in the wastewater treatment plant do not have nerve structures.  The 

cleanup from a toxic chemical attack is much more difficult as many chemicals 

need to be treated with high levels of hot alkaline solutions for an hour or more 

before they can be rendered “safe”.3  And, even then since the sewers are 

underground, it is likely that extensive repair and replacement would be required. 

CONCLUSIONS 

This paper was written shortly after the 9/11/2001 World Trade Center 

incident.  Since that time many municipalities have taken preventive measures to 

prevent occurrences of the type of incidents described above.  The point is always 

that the “Black Swans”, the highly improbable events which can cause panic and 

civic unrest are still out there.   

                                                             
3 https://www.gulfweb.org/bigdoc/report/appgb.html#Health%20Hazard%20Data 


